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Build your data platform on Azure

...but secure please!
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Agenda

* General security rules

» Data Platform architectures and security topics
» Safe connectivity on-prem / Azure

* Keeping secrets secret

* Authorization

 Networks, Firewalls and Endpoints

e Data view permissions

e Summary






General Security Rules

KISS: Keep It
simple, stupid

Avoid over-
engineering

SoC: Separation
of Concerns

Create intelligent
structure for
Azure resources

DRY: Don‘t
repeat yourself

permissions:
Prefer function
based groups

smeneers'L'
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General Security Rules

Monitoring

Automate testing
and
security audits

Automate
processes

Code to replace
frequent manual
processes

Documention for
transparancy

Focus on
concepts
explanation of
decisions

smeneers';'
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Good starting point - using Azure Landlng Z0Nnes
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* Best Practice recommended by e
Microsoft ==

 Tree structure of logical containers
allows policies and roles to be
applied at different levels, reducing
redundancy

e Contains many useful policies
e S0C: Azure platformvs. applications

« Sandboxas environmentin which
users can learn (separated and
secure)

e Similar structures avoid mistakes
and simplify onboarding of new
project members
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Use Azure Security Advisor to check for
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existing issues (and fix them)

Microsoft Azure

Home > Advisor

0O Advisor | Security

‘ 2 Search

|<<

@ Overview
J‘f Getting started
¥ Advisor score

‘ Workbooks

Recommendations

0 Cost

© Security

@ Reliability

Q@ Operational excellence

LA o T

—

)

B Y N Y Vi Vv " S e v

(

Enable MFA

Secure management ports
Remediate vulnerabilities

Apply system updates

Encrypt data in transit

Manage access and permissions
Enable encryption at rest

Remediate security configurations
Restrict unauthorized network access
Apply adaptive application control
Enable endpoint protection

Protect applications against DD o5 attacks
Enable auditing and logging

Enable enhanced security features

Implement security best practices

Azure Synapse Workspace authentication mode should be Azure Active Directory Only

‘i‘:’) Exempt @ Deny G- View policy definition ? Open query

Severity Freshness interval

I Medium 30 Min

Tactics and technigues

:-:] Initial Access

~ Description
Azure Active Directory (AAD) enly authentication methods improves security by ensuring that Synapse Workspaces exclusively reguire AAD identities for authentication. Learn maore ¢
» https://aka.ms/Synapse.
- Remediation steps

Manual remediation:

To Enable azure ADOnlyAuthentication settings in Synapse Workspace:

1. Select workspace fram the list below. To enable Azure AD Only Authentication: a. In the workspace page, under settings section, click on Azure Active Directory.

b. In Azure Active Directory setting’s page, under Azure Active Directory authentication only section, select *Support only Azure Active Directory authentication for this workspace'. Le
more at https://aka.ms/synapse.

~  Affected resources

Unhealthy resources (8) Healthy resources (1) Mot applicable resources (0)

| O Search azure resources

D Name O Subscription Owner 4 Due date Status ™ Last change date
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Azure Data Services - a typical setup

On-premises

Databricks
ETL/ELT

—

Data Center
Data Factory =
Ingest /

| = - §
g P Bl -
L — visualize o Users

& l e Mobile

' Key Vault Azure Datalake
Public Internet Secrets Storage

SaaS Data

10



Azure Data Services - security topics

e Databricks
ETL/ELT

A

D e—

' Key Vault Azure Datalake
Public Internet Secrets Storage
SaaS Data

On-premises
Data Center

H

Data Factory =
Ingest /
Orchestrate

—>
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—>

Power Bl
Visualize

Safe connectivity on-prem
/ Azure

a Keeping Secrets Secret ° Networks, Firewalls and Endpoints

-

e Authorization e Data view permissions

/ 1




Safe connectivity
on-prem/Azure



Azure Data Services - safe connectivity

On-premises
Data Center

Ea Data Factory =

Ingest /
Orchestrate

A
L e eee—)

S

Public Internet
SaaS Data

Databricks
ETL/ELT

¢

|

@ Key Vault
Secrets

\
EaE

Azure Datalake
Storage

_

'
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— -

Power Bl
Visualize

Safe connectivity on-prem /
Azure

)
o

/ 13




Connectivity options
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—

SHIR for Azure Data
Factory / Synapse

Connect Azure Data
Factory to on-prem
using the ,,Self-
hosted Local
Integration
Runtime”

On-premises
data gateway

Connect Power
Bl, Azure Analysis
Services and
other data
services to on-
prem

VPN
8

Virtual Private
Network

Connect Azure to
on-prem
permanently by
site2site VPN
tunnels

14
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Self-hosted Local Integration Runtime

* Connectivity for Azure Data
Factory(Synapse)to on-prem

* Gateway software from Microsoft
installed on Virtual Machine in
your corporate network

 Permissions to local resources Ca
provided to service account at it

Azure PowerShell

nel

Control Chan

Corporate Firewall

Read-write requests

VM <
e Secured, encrypted https e
connection between on-prem X
and Azure by default ports :
Vgl. https://docs.microsoft.com/en-us/azure/data-factory/create-self- 15

hosted-integration-runtimefcommand-flow-and-data-flow



https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime#command-flow-and-data-flow
https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime#command-flow-and-data-flow

On-premises data gateway

* Connectivity for following
services:

 Power Bl, Azure Analyses Services,
Azure Automation, Power Apps,
Power Automate, Azure Logic Apps

* Gateway software from Microsoft
installed on Virtual Machine in
your corporate network (not
same as SHIR)

* Personal / non-personal mode

* Direct Query/ Live Connect for
SSAS in Power Bl

smeneers'g'
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On-premises data gateway

One gateway for multiple cloud services and experiences

Cloud services

Power Automate

Power Bl

Azure Analysis Services | | Azure Logic Apps Power Apps

t ! | |

Gateway Cloud Service

- Encrypts and stores data source credentials

and on-premises data gateway details

- Routes queries and results between cloud services,
on-premises data gateway, and data source

On-premises data gateway
- Decrypts data source credentials and connects to data source

|
T

[% Azure Sarvice Bue
$

- Sends queries to data source and returns the results to

l gateway cloud service
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Virtual private network - VPN gateway

e SiteZ2Site VPN

e encrypted traffic over public
iInternet or Microsoft network

) VPN gateway VS. EXpreSS ‘ Gat Local network device
Route gateway E 2y

East US < () ]
10.1.0.0/16

¢ NeedS Compatible VPN deVice* VPN Gateway IPSECJI'EEIEiISVPN On-premises

Sitel

* Open necessary ports for data S

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-

S e rv | C e S site-resource-manager-portal

* SHIR could be necessary on
Top

* https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices



https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

SCIBQEN%ID‘A;V
Conclusion & Takeaways

e Use SHIR for Azure Data Factory / Synapse or On-premises
gateway for other services as quick but safe option for data
projects

e Use VPN for more integration into your IT Infrastructure, but more
overall effort to establish

18



Keeping secrets secret
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Azure Data Services - Keeping secrets secret

On-premises
Data Center

i

!
P
Y e——)

S

-

—

Data Factory
Ingest /
Orchestrate

Public Internet

SaaS Data

~

Databricks
ETL/ELT

@ Key Vault
Secrets

Azure Datalake
Storage

)

= d—

Power Bl
Visualize

-

-

a Keeping Secrets Secret

/ 20
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Secrets

Git

 Inside Azure use Managed |ldentities
whenever possible for Azure Service 2
Service communication

 But Passwords and other secrets for
accessing data sources and services
have to be used by ETL and

Deployment Pipelines

* # of entries above multiplied by
different environments(Dev, Test,
Prod..)

* Raising # of people who know
passwords and the ways of sharing
them means risk

Pull Requests Azure

Publish

Created and Updated by ADF

Release __Deployas R _|_
Management Ervironment

Example Deployment Process ”
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Technical users - The glue of your data application

e Advantages:
 No MFA (Problem with service) 1 -

« No password sharing (between

colleagues) \

* No expiring passwords N O

* Types \ | "
y N
C o

 All types are “Service Principals” -, ( g
><”\ )

in the background
 Managed ldentities

* Azure AD Application with
certificate or password in Key
Vault

22
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Azure Key Vault

* No passwords in code! U

» Use Key vault for any needed secrets in processes
e Stores credentials, certificates in one save place
» Password content hidden by default
Validity period and history available to support change workflows
Use it by day one in development
Use it for deployment automation
Use it in connections if possible

23
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Azure Key Vault

[ sce-key-vault-prod | Secrets

Key vault

Secret Version

|/O search (Ctrl+/) | « b Generate/import () Refresh T Restore Backup ¢ Manage deleted secrets & save X Dpiscard

= ) a
L Overview
Name Type

Properties
Activity log
AzureDatalake Shared Access Key Created 12/11/2020, 8:49:03 PM
Ao Access control (LAM) ) )
AzureSQLWWWI complete connection String Updated 12/11/2020, 8:49:03 PM
¢ Tags
g Secret |dentifier
P Diagnose and solve problems
crets/AzureDatalake/beadcbaDaseb43. [
Events
Settings
Settings Set activation date? @
Keys O
B sacrats Set expiration date? (@
& Certificates Secret Management Operations o

Enabled?

Get - )

¥= Access policies

List Tags N
0 tags
Set
Secret
Delete Content type (aptional)

| Shared Access Key

Recover

Backup Secret value

D T T T T P T T T T P T T

Restore

JOdooe e

24
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Additional security features to use with care

* Azure Resource Locks - functionality breaking Databricks &

Synapse Analytics Workspace

e Additional Infrastructure encryption - Performance Impact

e Customer Managed Keys - Management overhead

Datalake: Soft Delete - Cost Impact
Databricks: Encryption between worker nodes - Performance

mpact

25
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Conclusion & Takeaways

* Prefer technical users without passwords for processes

* Use Azure Key Vault as secure store for all secrets

* Permit Key Vault access to managed identities of services (ADF..)
* Minimize given permissions on Key Vault entries

* Use additional Security features with care

26



Authorization i |




- ¥y
Use Azure Active Directory as prefered P

|[dentity Manager in Azure

* [dentities
« Users(employees, guests)

» Service Principal(technical) are assigned to scopes

 Management Groups

* Groups —
e Subscriptions
* are members of roles + Resource Groups
e Define allowed activities * Resources

* Single-SignOn by AAD should be first option for any access

» Setservices to use AAD only
* Use Sync features of service e.qg. Databricks Credential pass through or SCIM
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About Azure AD Premium

P1 P2
 Sync with on-prem AD * All from PTand
« dynamic groups « AAD Identity Protection (risk

. self-service group pased conditional access)

management * Privileged ldentity
Management (restrict admins)

* Microsoft Identity Manager
* cloud write-back capabillities

* Included in Office 365
Enterprise subscriptions

29
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Conclusion & Takeaways

e Azure AD SSO preferred authentication mode for services

« RBAC preferred over other authorization mechanisms

e Groups preferred over Single User assignments
 Management Groups enable Multi-Subscription assignments
» Use Azure B2B for collaboration

e Prefer technical users for processes in data applications

* Most companies get along using Azure AD P1

30
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Azure Data Services - security topics

On-premises / \

' Key Vault Azure Datalake
Public Internet Secrets Storage
SaaS Data \ /
° Networks, Firewalls and Endpoints -

Databricks
ETL/ELT

—

Data Center
Data Factory =

i
Ingest / / | — ] —)

' Orchestrate
LQ* — ° Visualize




How to access data behind firewalls of
Paas services?

Allow public access from any Azure service within Azure to this server (O

e Best solution?
* Any service means any on Azure, not only yours!
 Anyone could spinup aVMand try to access your data

* Try does not mean anyone can, still needs authentication...

* Another topic is where the network traffic is routed

 Microsoft backbone
 Public Internet

smeneers't'
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Some Basic Network Structures on Azure

Subnet1 <«

4 )

N

/Virtual Network 1 (VNET) <'00>

~

/

- J

NSG

%

-

Subnet2 <«

~

)

%

/Virtual Network 2 (VNET) <000>

-

Subnet1 <«

O

\

K -

~

VNET
Peering

smeneers‘;'

DRIVEN BY DATA

Grouped by countries,
divisions, applications,
services...
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The common Spoke & Hub Architecture

%thrﬁ(ﬂfjf g (  Hub Virtual Network <...>\ Pe\é'::E; /SpokeVirtuaI Network 1 <...>\
m "“[/.\H/.\]nj :[/.\J[/.\J
Ha RN ), N Y,

/Spoke Virtual Network 2 (o <> h

Home Office | : [/_\ J [ 7.\ ]

/ Externals

- /

https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-spoke?tabs=cli



https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-spoke?tabs=cli
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But how is this network stuff build for PaaS?

 1(hidden) network per service with endpoint(s)

e Public endpoints are default for PaaS services - this could be a
risk, some companys have rules which prohibit this

e« Some Services use Managed VNETs

* Azure Virtual Network integration optional over private
Link/Endpoint

* service endpoint (enable technology to be connected e.g. sql db)
 private endpoint - network interface for service

* Network routing options
* Microsoft Backbone or Internet routing

36



How are Paas Services which use public Rt

IPs protected by Azure?

* Firewall per Service instance filter traffic by different criteria

« Exceptions possible by IP address ranges, resource instances, general list of
trusted resources (options variying by service)

* Endpoints secured by RBAC security (best case)
 AAD identities are hardened by MFA / Certificates
* Managed identities provide secured identity

* Endpoints using custom security are easier to attack
* e.g. MySOL using custom users with weak password policy

« Stored datais encrypted on Azure by default
» Butdifferent by services

* Usage of additional security features like Policies, Auditing, Defender
and Sentinel to check for unusual events and activities make sense

37



Why using private networking and screneers ¥

endpoints also for Paas Services?

e To secure traffic on data platform within organization avoiding
public internet

* Avoid possible attacks on public endpoints

* Forintegration with other secured services on-prem and Azure
(Hub & Spoke)

38



Why Is using private networking / it

endpoints not a no-brainer?

* [t adds some complicated overhead, due to
» Different settings and options for any PaaS Service

* Networking and firewalling know-how not ,home-turf” of data engineers
or data scientists

e Coordination with IT about IP-address spaces and firewall rules could be
time-consuming

» Additional costs and performance impact are to be considered

» Connectivity restrictions when disabling public endpoint
« Jumphostin VNET / Bastion Host for access (laaS)
* Deployment from Azure DevOps via Self-Hosted Agent (laaS)

39
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Paas Integration using private links / endpoints

/ Virtual Network <x
\

@net 1 £ private

Endpoints Private/ \ Paa$S Services

A

Links S

Ay
Ay

Ay
¢y-

& 7

v v L 4 |
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Paas Integration using Private Endpoint in scieneers W
Managed VNET in Azure Data Factory

Primarly to offload the © 7 Commandand Contro

—— Data

b u rd en fO I Azure PaaS services
s &

secured from Internet

management of virtual AOF senice

networks to ADE * +

enables Private ! Hff; T.
Endpoint Management o— e Sorage

in ADF to create R I A R

outbound connections S —Iy—— 4—

Network stuff less e o[ e saow
configurable due to v T L sk s magpadin
,managed”

https://learn.microsoft.com/en-us/azure/data-factory/managed-virtual-network-private-endpoint



https://learn.microsoft.com/en-us/azure/data-factory/managed-virtual-network-private-endpoint

Synapse Managed networking overview - a lot of services scieneers ¥
add complexity and tons of private endpoints

-> P—— Outbound Service Tags: I‘ zZure synapse workspace ]
* AzureResourceManager d
~ 4 » AzureErontDoor, Erontend E ------------------------------------------------------------------------- E .
) (1] | f2uresciveDireciary | i¢:e»»  Synapse Managed Workspace VNet L)
Subnet with NSG i 10.10.0.0/24 :
I> /(-I N\ Synapse
: —< T o \NS/ Studio
. Private Endpoint - : :
End user Synapse : I:-‘rlvate
access to Workspace ¢ Link Hub
workspace - i Block Internet
Ul H access and
. disallow Azure
I\ trusted services
- B EE d/ : Managed Prwaqe
Endpoint used rivate Endpoint - : Endpoint - |
- H 1 1 1 | \
by the Synapse Dey i 5“-“'9';'2:'5 saL,

workspace to
submit jobs to
SQL Poaols and

Spark Instance

(l

d

Spark clusers Azure Synapse
. Managed Privats
o B Firewall Endpoint - |
rivate Endpoint - r \
Dedicated SQL Dadlc::’? SqQL \
/' Pool !

Managed Private

Managed Private
Endpoint - Storage -Endpoint - Storage

e

Account  Account Managed
< > Private End
v : ESUNY SOOI URTRRUPUUUTEURY AEOTPUTUROURTOTOPPOoN points for
_Private Endpoint - : —_ Synapse e 1L

/ /’ Serverless SQL
Pool

Service

Private IP Access
for SQL pools and
storage accounts

Block Internet
access and
disallow Azure
trusted servi Ces

"\ Private Endpoint -
' Storage Account

Azure Storage —
(ADLS Gen2)

Azure Storage
(BLOB)

Container(s)

\ o8
< M . - - i " Storage Account
: Storage Account File system(s) Firewall

Private Endpoint - : Firewall

Storage Account :

............................................ A Y.
T t MSI. J/
MSI J 4 2

https://techcommunity.microsoft.com/t5/azure-architecture-blog/understanding-azure-synapse-private-endpoints/ba-p/2281463?lightbox-message-images-2281463=274870iAF555B44999C3EC7



https://techcommunity.microsoft.com/t5/azure-architecture-blog/understanding-azure-synapse-private-endpoints/ba-p/2281463?lightbox-message-images-2281463=274870iAF555B44999C3EC7
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Azure Databricks networking security options

 Any databricks[internal]traffic
goes over Microsoft network
backbone - not the public
internet(but for not serverless
option)

» Secure Cluster Connectivity for
additional encryption between
data and control plane

« 2 Options for Egress
connectivity
e Default Managed VNET
» Vnetinjection(custom VNET)

 Also additional encryption
between cluster worker nodes
possible

Secure cluster connectivity

Microsoft
and
Databricks Control plane
Subscription
Incoming port 443 for HTTPS )
At network level, each cluster A A A No public IP address .
initiates a connection to
control plane proxy during for clusters or :
cluster creation. workers. :
Actions that the control plane .
logically initiates such as starting .
new Spark jobs are sent to the .
cluster through this reverse tunnel. .
Customer .
Azure No open ports on *
subscription the data plane -
Data plane in
customer & & s
account Databricks Runtime clusters or SQL warehouses

On Azure Databricks, network traffic between the data plane and the control plane traverses the Microsoft
network backbone not the public Internet, independent of whether secure cluster connectivity is enabled.

43

https://learn.microsoft.com/en-us/azure/databricks/security/network/secure-cluster-connectivity



https://learn.microsoft.com/en-us/azure/databricks/security/network/secure-cluster-connectivity
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How to access Azure Data secure from Power BI?

/ Virtual Network

-

~

Subnet1 <«

TR

G\

-

$
%

3

\_

Subnet
Power
Platform

>

~

=~/

— i —

Power Bl Power Bl
Server VNET Service
Gateway (Premium only)

You have only Power Bl Pro or your data store is not supported?
Use Power Bl Gateway on VM in VNET

Good step-by-step guide here:
https://www.datahai.co.uk/power-bi/connecting-power-bi-to-azure-sql-database-using-private-endpoints,



https://www.datahai.co.uk/power-bi/connecting-power-bi-to-azure-sql-database-using-private-endpoints/

Also any KISS Solutions

possible?

DRIVEN BY DATA

. dpsdatalake | Networking

Storage account

Search

Overview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

Events

Storage browser

1 storage
Containers
File shares
Queues

Tables

Irity + networking
Networking

Access keys

Shared access signature
Encryption

Microsoft Defender for Cloud

1 management

Padindanmr
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Firewalls and virtual networks  Private endpoint connections

Example for raising
security by setting firewall
settings strictly avoiding
,access for all Azure
services”

”
() Refresh

Public network access
O Enabled from all networks

'i' Enabled from selected virtual networks and IP addresses

(O Disabled

o Configure network security for your storage accounts. Learn more

Virtual networks

Add existing virtual network Add new virtual network

Virtual Network Subnet Address range

> vnet-data-platform 1

Firewall

Add IP ranges to allow access from the internet or your on-premises networks. Learn more.

Address range

Public IP of your company network / HO

Resource instances

Specify resource instances that will have access to your storage account based on their system-assigned maplagad identity.

Inctanra namea

Your instance of Azure Data Factory i

~ | | Select one or more instances ’ |

Resource type

Microsoft.DataFactory/factories

Select a resource type

45
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Conclusion & Takeaways

 Decision about routing of network traffic (public internet vs. MS
backbone / Express Route)

* Check each relevant PaaS service's options for networking

* Using RBAC as default for permission management reduces risks
when using public endpoints

 Limit allowed access in firewall settings for public endpoints( or
disable them)

e Optional limit connectivity to specific networks instead of public
internet by firewall using private endpoints, but be aware of the
overhead / complexity

46
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Azure Data Services - Data view permissions

On-premises

—

Data Center
Data Factory =
Ingest /

Orchestrate

A
Y ee—)

S

Public Internet
SaaS Data

Databricks
ETL/ELT

Key Vault Azure Datalake

Storage

—

&

Power Bl
Visualize

-

e Data view permissions

Y 48




First differentation - Object vs. Data level scieneers W

based Security

e Samples for permissions on e Samples for permissions on
object level data level
« Reader permission for Power Bl e Sales person could only see
Report, App or Workspace sales data forregions heis
« Read, Write Permission in whole responsible for
Database or Schema « Sales area manager could see
« Role based Access Storage Blob data for all regions of his
Data Contributor for Data Lake employees
in Azure  The CEO sees all data for all

regions

49



Data view permissions

 Delivering value means
delivering data in our context

* Filtering values predicate
based could be implemented in
different services using
diverse concepts

 Static or dynamic definition of
filters

smeneers'L'

DRIVEN BY DATA

Boss: view all revenues

1

l

Sales Agents: view only 6\

ﬂ their own revenues
& )

50



Permission technologies in data services

Only the most relevant

Power Bl /
Tabular

Row-Level
Security on
models in PBI
service

Azure SQL /
Synapse

Row-Level
Security in
relational
database

||||||||||||||||

Azure Data Lake

Hierarchical
permissions on
folders

Azure
Databricks

Row-Level
Security in
Delta Lake

smeneers'&'
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Row-Level Security in Power Bl
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 Different roles possible Manage roles
 Rules defined in DAX in Power Bl e
Jesktop, model deployed to service Cote on

Tables
allles

Customer Crders
Date

Table filter DAX expression

[Region] = “United Statesl

e Current User identified by
userprincipalname() function

* View asrole in PBI Desktop

« Azure AD & guest users(B2B)
possible

« Same technology used in Azure
Analysis Services

Row-Level Security

Uirited States ((

https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls

eople or qrolps Who Delong to this role

52



https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls
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Conclusion & Takeaways data view permissions

* |f object security is sufficient this will keep efforts low and
reduces complexity (KISS)

e Best place to implement row-level security depends on
requirements and tooling.
 Less effortin Power Bl but avoid duplication of code (DRY)
» Backend implemenation enables usage auf RLS by other frontends
» But Direct vs. Import Mode in Power Bl to be considered

63
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summary Azure Data Platform Security

» Connectivity on-prem / Azure by SHIR (fast track) or VPN for
deeper integration

* Prefer technical users and use Azure Key Vault for secrets

« Azure AD and RBAC as first choice for authentication and
authorization

 Clarify networking requirements early and collaborate with IT
e KISS principle also valid for data view permissions
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How about your data
platform on Azure?

Feel free to check out a security
assessment with scieneers

Data is valueable.
Data needs security!

A data application built on Azure PaaS components like Data Lake, Data Factory or SOL Azure can be

set up in a short time. Thanks to various documentation available, even beginners can build great
functionality with it. A secure baseline and rule set is mandatory for internet exposed services and

live data, but it's often missing or incomplete in real world projects or planned to be done later.

Since much data is still stored on premises the connectivity to load this data secured to Azure is one
of the first and most important questions to be answered for any project. Other themes are the
proper handling of secrets in a public cloud, how to secure network connectivity between the

components and implementing data viewing thus everyone sees only his data.

We want that your data is secure on Azure!

Read more
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https://www.scieneers.de/en/azure-data-platform-advanced-security-en/

Thanks for your attention, | appreciate your
feedback!
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