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KISS: Keep It 
simple, stupid

Avoid over-
engineering 

DRY: Don‘t 
repeat yourself

permissions: 
Prefer function 
based groups

SoC: Separation 
of Concerns

Create intelligent 
structure for  

Azure resources



Monitoring

Automate testing 
and 

security audits

Documention  for 
transparancy

Focus on 
concepts

explanation of 
decisions

Automate 
processes

Code to replace 
frequent manual 

processes



•

•

•

•

•

•







raw
transfor
med

curated

Databricks
ETL / ELT

Azure Datalake
Storage

Data Factory
Ingest / 

Orchestrate

Power BI
Visualize

On-premises  
Data Center

Public Internet 
SaaS Data

Key Vault
Secrets

End-Users
Desktop / 
Mobile



raw
transfor
med

curated

Databricks
ETL / ELT

Azure Datalake
Storage

Data Factory
Ingest / 

Orchestrate

Power BI
Visualize

On-premises  
Data Center

Public Internet 
SaaS Data

1

2

3

4

5Safe connectivity on-prem 

/ Azure

Keeping Secrets Secret

Authorization

Networks, Firewalls and Endpoints

Data view permissions

1

Key Vault
Secrets

2

3

4 5





raw
transfor
med

curated

Databricks
ETL / ELT

Azure Datalake
Storage

Data Factory
Ingest / 

Orchestrate

Power BI
Visualize

On-premises  
Data Center

Public Internet 
SaaS Data

1 Safe connectivity on-prem / 
Azure

1

Key Vault
Secrets



SHIR for Azure Data 
Factory / Synapse

Connect Azure Data 
Factory to on-prem 
using the „Self-
hosted Local 
Integration 
Runtime“

On-premises 
data gateway

Connect Power 
BI, Azure Analysis 
Services and 
other data 
services to on-
prem

Virtual Private 
Network

Connect Azure to 
on-prem 
permanently by  
site2site VPN 
tunnels
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Vgl. https://docs.microsoft.com/en-us/azure/data-factory/create-self-
hosted-integration-runtime#command-flow-and-data-flow

https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime#command-flow-and-data-flow
https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime#command-flow-and-data-flow
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*  https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-
site-resource-manager-portal

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal
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Example Deployment Process
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• Sync with on-prem AD

• dynamic groups

• self-service group 
management

• Microsoft Identity Manager

• cloud write-back capabilities

• Included in Office 365 
Enterprise subscriptions
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Networks, Firewalls and Endpoints
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Virtual Network 1 (VNET)

Subnet 1 Subnet 2

NSG

Virtual Network 2 (VNET)

Subnet 1

VNET 
Peering

Grouped by countries, 
divisions, applications, 
services…



Hub Virtual Network
On-premises  
Data Center Spoke Virtual Network 1

Spoke Virtual Network 2

Home Office 
/ Externals

VNET 
Peering

https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-spoke?tabs=cli

https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-spoke?tabs=cli
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Virtual Network

Subnet 1

Private 
Links

Private 
Endpoints PaaS Services



• Primarly to offload the 
burden for 
management of virtual 
networks to ADF

• enables Private 
Endpoint Management 
in ADF to create 
outbound connections

• Network stuff less 
configurable due to 
„managed“ 

https://learn.microsoft.com/en-us/azure/data-factory/managed-virtual-network-private-endpoint

https://learn.microsoft.com/en-us/azure/data-factory/managed-virtual-network-private-endpoint


https://techcommunity.microsoft.com/t5/azure-architecture-blog/understanding-azure-synapse-private-endpoints/ba-p/2281463?lightbox-message-images-2281463=274870iAF555B44999C3EC7

https://techcommunity.microsoft.com/t5/azure-architecture-blog/understanding-azure-synapse-private-endpoints/ba-p/2281463?lightbox-message-images-2281463=274870iAF555B44999C3EC7
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https://learn.microsoft.com/en-us/azure/databricks/security/network/secure-cluster-connectivity

https://learn.microsoft.com/en-us/azure/databricks/security/network/secure-cluster-connectivity


Virtual Network

Subnet 1

Power BI 
Server VNET 

Gateway

Subnet 
Power 
Platform

Power BI 
Service 

(Premium only)

Good step-by-step guide here: 
https://www.datahai.co.uk/power-bi/connecting-power-bi-to-azure-sql-database-using-private-endpoints/

You have only Power BI Pro or your data store is not supported? 
Use Power BI Gateway on VM in VNET

https://www.datahai.co.uk/power-bi/connecting-power-bi-to-azure-sql-database-using-private-endpoints/


Example for raising 
security by setting firewall 
settings strictly avoiding 
„access for all Azure 
services“ 

Public IP of your company network / HO

Your instance of Azure Data Factory
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Data view permissions
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Summe Revenue: 
10.000

Revenue: 3.000 Revenue: 7.000

Boss: view all revenues

Sales Agents: view only 
their own revenues



Power BI / 
Tabular

Row-Level 
Security on 

models in PBI 
service

Azure SQL / 
Synapse

Row-Level 
Security in 
relational 
database

Azure Data Lake

Hierarchical 
permissions on 

folders

Only the most relevant

Azure 
Databricks

Row-Level 
Security in 
Delta Lake
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https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls

https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls
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https://www.scieneers.de/en/azure-data-platform-advanced-security-en/


Thanks for your attention, I appreciate your 
feedback!
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